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ABSTRACT

Today’s manufacturing companies only see how professionally their company can compete globally. Today’s customers
provide peak priority for money, superior quality and less risk. With a fast transform in technology especially in the
manufacturing sector there is a need to change the manufacturing strategies, which can result in improved performance
thereby meeting the customer demands. This paper generates a Threshold Genetic Sensor System with new applications of
Jordon-Totient function and applied them to RSA public key cryptosystem with one public key and one private key which
can be used for development of protocols to provide secured communication between different E-Manufacturing
authorities and customers and developed code using java and shown the graphical performance analysis on test results for

key generation time, encryption time and decryption time respectively.
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I. INTRODUCTION

In this paper we develop a new Public Key Cryptosystems
which was extension of the work of Cesar Alison
Monteiro Paixao [1] new variant of the RSA
Cryptosystem.  We extend variant analyzed in [1] using
the properties of Jordan Totient function [2]. We briefly
discuss the possibility and validity of combining new
variant with algorithm, java code, test result and graphical
performance analysis to obtain a new efficient and general
Cryptosystem.

2. JORDAN - TOTIENT FUNCTION

2.1 Definition: A generalization of the famous Euler’s
Totient function is the

Jordan’s Totient function [1] defined by

Jk(n)=nk l_‘I(l—p_k),Where k,neZ
pln

We define the conjugate of this function as

J_k(n)znk 5{1(1 +p* )

2.2 Properties:

n J, (D)=1,J, (2)=2* —1=1(mod2)

2) J, (n)is even if and only if 7> 3

3) If p is a prime number then
J.(p=p*=p™)=(p* -1)
J, (pa ): p(a—l)k (pk _ 1)

HIfn= p . p, " e p,”" Then

T ()=p ¥ p ek . pk (p‘l‘ —l)(p]; —1) ........ (p'r‘ - )

5) Ji(m)=¢(n)

3. RSA CRYPTOSYSTEM
RSA Public Key Cryptosystem was accomplished by
Rivest, Shamir and Adleman in 1978. This cryptosystem
works in Z,,, where n is the product of large primes p and q.
Key Generation:
1. Generate two primes p and q and compute their
product n =pq

2. Pick e such that gecd (e, ¢(n)) = 1, where
) =(p-1)g~1)
3. Compute d such that d = ¢ (mOd ¢(n)) ie
ed=1(mod ¢(n))
Public Key = (e, n)
Private Key = (d, n)

Encryption: Given a plaintext M and the Public Key = (e,
n), compute the ciphertext C by using the formula.

C =M*(modn)

Decryption: Given a ciphertext C and the Private Key =
(d,n), compute the plaintext M by using the formula.

M =C*(mod n)

4. MJ, - RSA CRYPTOSYSTEM WITH ONE
PUBLIC KEY AND ONE PRIVATE KEY
The main role of RSA cryptosystem is the usage of

Euler’s Totient function ¢(n) and Euler’s theorem. Now

we replace ¢(n) by Jordan-totient function J,(n) with the
same property.
Key Generation:

1. Generate two primes p and q and compute their
product n = pq.
2. Pick e such that ged (E, Jo(n)) = 1 Where J(n) =
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L(pa) = (*-1)(q’- 1)
3. Compute D such that D _'l

ed =1(modJ, (n))

Public Key = (2, E, n)

Private Key = (2, D, n)
Encryption: Given a plaintext M and the Public Key = (2,
E, n) compute the ciphertext C by using the formula.

C=M° (modn)

Decryption: Given a ciphertext C and the Private Key = (2,
D, n), compute the plaintext M by using the formula.

M=C’ (modn)

mod J,(n) i.e.,

5. ALGORITHM FOR NEW VARIANT MJ, -RSA
CRYPTOSYSTEM WITH ONE PUBLIC KEY AND
ONE

PRIVATE KEY
Step 1: Start
Step 2: [Generate multiple prime’s number] Pi,

p2

Step 3: [compute J5(n) ] Lmy I p1)* (p-1)

Step 4: [Compute E using gcd method] gcd(E,
Jx(n) ) 1pul
Step 5: [Compute D] D gCIy(n))
Step 6: [compute public key] Public key
5: [Ci
Step 7 : [Compute private key] Private Key
(D,n)
Step 8: [Read the Plain Text M] read M

Step 9: [Compute Plain Text to Cipher Text using Public
Keyl C the £ (mod n)

Step 10: [Compute Cipher Text to Plain Text using
Private Key] M ;\ ® (mod n)

Step 11: Stop

6. IMPLEMENTATION OF MJ, -RSA WITH ONE
PUBLIC KEY AND ONE PRIVATE KEY FOR 1024
BIT LENGTH

import java.io.*;

import java.math.BigInteger;

import java.util. Random;

public class MJ2RSA {
int bitlength = 1024;
int blocksize = 256; //blocksize in byte
private Biglnteger p1;
private Biglnteger p2;
private Biglnteger N;
private Biglnteger phi;
private Biglnteger e;
private BigInteger d;
private Random r;
/¥* * Init public and private keys */
public MI2RSA() {
r = new Random();
/I get two big primes
pl = Biglnteger.probable Prime(bitlength, r);
p2 = Biglnteger.probablePrime(bitlength, r);
N = pl.multiply(p2);

phi =
pl.pow(2).subtract(BigInteger. ONE).multiply(p2.pow(2).s
ubtract(BigInteger.ONE));

/| compute the exponent necessary for encryption
(private key)

e = Biglnteger.probablePrime(bitlength/2, r);

while (phi.gcd(e).compareTo(BigInteger.ONE) > 0
&& e.compareTo(phi) <0) {
e.add(BigInteger.ONE);

// compute public key
d = e.modInverse(phi);

public MJ2RSA(Biglnteger e, Biginteger d, Biglnteger
N) {
this.e =e;
this.d = d;
this.N =N;

public static void main (String[] args) {

long startTime = System.currentTimeMillis();

MIJ2RSA rsa =new MJ2RSA();

System.out.printin("The bitlength "+
rsa.bitlength);

long endTime = System.currentTimeMillis();

System.out.println(" Key Generation Time :"+
(endTime-startTime));

String teststring=new String();
try{

BufferedReader br=new BufferedReader(new
InputStreamReader(System.in));

System.out.println("Enter the test string");

teststring = br.readLine();

System.out.println("Encrypting  String: " +

teststring);

System.out.println("String  in  Bytes: " +
bytesToString(teststring.getBytes()));

}catch(Exception ex){}

// encrypt

long startEncyTime = System.currentTimeMillis();

byte[] encrypted =

rsa.encrypt(teststring.getBytes());
System.out.println("Encrypted String in Bytes: " +
bytesToString(encrypted));
long endEncyTime = System.currentTimeMillis();
System.out.printin("  Encryption Time :"+
(endEncyTime-startEncyTime) + "millSecond");
// decrypt
long startDecyTime = System.currentTimeMillis();
byte[] decrypted = rsa.decrypt(encrypted);
System.out.printin("\nDecrypted String: " + new
String(decrypted));
long endDecyTime = System.currentTimeMillis();
System.out.printin("  Decrypted Time :"+
(endDecyTime-startDecyTime) + "millSecond");
}
/**Converts a byte array into its
representations */

String
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private
static String bytesToString(byte[] encrypted) { N).toByteArray();
String test =""; }
for (byte b : encrypted) { /¥** decrypt byte array*/
test += Byte.toString(b); public byte[] decrypt(byte[] message) {
} return  (new  Biglnteger(message)).modPow(d,
return test; N).toByteArray();
/¥* * encrypt byte array */ }

public byte[] encrypt(byte[] message) {
return  (new  Biglnteger(message)).modPow(e,

7. TEST RESULTS OF MJ, -RSA JAVA PROGRAM WITH ONE PUBLIC KEY AND ONE PRIVATE KEY
v C:AWINDOWS\system32\cmd.exe

Microsoft Windows EP [Version 5.1.26881
¢G> Copyright 1985-2881 Microsoft Corp.

C:Documents and Settings“Madhusudhana>CD G:*Documents and Settings“Madhusudhana
“Desktopn\PHDAshokSzource code

E:ﬁﬂncuments and Settings\MadhusudhanasDesktopsPHDAshokSssource codejavac MJZRS
.Jjava

C:“Documents and Settings“Madhusudhana“Desktops\PHDAshokS%source code>java MJ2REA

The bitlength 16824

Key Generation Time :3234

Enter the test string

ravi iz a good hoy

Encrypting String: pavi is a good hoy

String in Bytez: 11497118185321051153297321831111111003298111121

Encrypted String in Bytes: B-1246717-4925-7860-80526-5811841-1153386-11897364186
68-72116-666381-17107-756-6812518545100230—-687-11398-112-117-60-1268210-23102-1
17-4063-1381-38-9034152711222-24-565A-89-11119-3-8A2-91-9-25-43913066118-39-7334
126-718111911-85-118127-1512210021124-23-115-69-47-589852-97-123-5576-122115-119
?011-1264560-26—120-2-56-68-581-1993-18-284-2856-128-42-46—-68-9146-1047-398-183
LA-58-4878-26-62-1806844-3930118-52112-106-4811212-36-13-117-59-113117-21-99-1@5%
81664722-51-94-4348-185-12582-117-37128-15-49-1218-781143-128-3124-18125-181-15-
L8-122278-84-445993-481124110743—-116-911710719123611382110969121-38-437448-59-119
P5—-187-9-5270-4864-2544731207-7818765-3366—48467120-2-120-70-798—-81-5634-33-106
Encryption Time :%4millSecond

Decrypted String: ravi is a good hoy
Decrypted Time :4B6millSecond

C:“Documents and SettingssMadhusudhana“Desktops\PHDAshokS5%source code>java MJ2REA

The bitlength 16824

Key Generation Time :2235

Enter the test string

pavi iz guided by prof .M.Padmavathmma

Encrypting String: pavi is guided by prof .M.Padmavathmma

String in Bytes: 112971181853210851153216031171051001011803298121321121141111682467,
?468E??iﬂﬂiB?97118971161@41391399732

Encrypted String in Bytes: 42-43-70120-44-12238-55-65-98112-4411084-8455913397-1
411735112—135—34—5462—7393748—23—49—?362—63—48536735112—115—43 47-1859616-784712
6122—-47-40-7496-113-54-1041A82114126-441676-111-72-4448-8B81ABB5-68-471A3-61116-59
L9-59127-120-2041-114104-189108-6680-99-1209310176-12711928-124-5472-11121 75983
L-22-94-10498-82366399677-28-8118898-7-121-169-92102-9864-38-5389183126-921161-3
-37-5112111188119-68-393061116-3-4794-12147-125-18511857-16-96-51-120-3295-1171
24-84-11855-127-121959872-54-10@52448-71 7610421 -20-11928-114-59-26186-24653108-49
h9-3820144-6092279-119-85-96831277649-74119194117-1715117-4-67-3014118-16—-11 34681
A87-88-113476622-188-14-855327-63-447440-784-2297108109-756533-6445-35
Encryption Time :219millSecond

Decrypted String: pavi is guided by prof.M.Padmavathmma
Decrypted Time :437millSecond

C:\Documents and Settings\MadhusudhanasDesktopsPHDAshok5%source code’
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8. GRAPHICAL PERFORMANCE ANALYSIS BETWEEN RSA AND MJ, -RSA WITH ONE PUBLIC KEY
AND ONE PRIVATE KEY
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9. CONCLUSION

In this paper we presented design and development of
Threshold Genetic Sensor System with new applications
of Jordon-Totient function and applied them to RSA
public key cryptosystem with one public key and one
private key which can be used for development of
protocols to provide secured communication between
different E-Manufacturing authorities and customers and
developed MJ2-RSA cryptosystem with one public key
and one private key in Java and analyzed the performance
of our program with the existing RSA cryptosystem and
compared the performance of two systems key generation
time, the performance of encryption time and decryption
time respectively.

This result helps in enhancement of the block size for
plaintext and enhances the range of public / private keys.
The increase in the size of private key avoids the attacks
on private key. This concludes that MJ2-RSA provides
more security with low cost.
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