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ABSTRACT

Digital Signature Scheme is very useful in communication between parties. We studied new applications of Jordon-Totient
function and applied them to RSA Digital Signature Scheme and developed protocols for communication between two
parties using java and shown the graphical performance analysis on test results for key generation time, encryption time

and decryption time respectively.
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INTRODUCTION

In this article we develop a new Digital Signature Schemes
which are extension of some variants of the RSA Digital
Signature Schemes. We extend new variant with the help
of the properties of Jordan-Totient function [2]. We briefly
discuss the possibility and validity of combining new
variant with algorithm, java code, test result and graphical
performance analysis to obtain a new efficient and general
Digital Signature Schemes.

JORDAN-TOTIENT FUNCTION
Definition: A generalization of the famous Euler’s Totient
function is the Jordan’s Totient function [1] defined by

J,(n) =n* l_‘[ (1 -p* ), Where k,n € 72"
pln

We define the conjugate of this function as
J, (n)=n" 1_‘1(1 + p’k)

pn
Properties:

1 J, (1)=1,J, (2)=2" —1=1(mod 2)
2) J, (n)is even if and only if 7 > 3
3) If p is a prime number Then
J(p=p (- p)=(p* -1)
J, (pa ): p(a—l)k (pk _ 1)
Hifn= p~.p, " . p,”" Then
T)=p X p e p M (o —1)(pk —1).......LpE 1)
5) Jy(n)=¢(n)

M - PRIME RSA DIGITAL SIGNATURE SCHEME
Multi Prime RSA digital Signature Scheme is

constructed with r distinct prime numbers py,p,,

instead of the traditional two primes p and q.

Key generation: 1. The Signer Choose sufficiently large

distinct primes, p1,pa,........ ,pr at random.

2. Compute N= pi P2

¢(N)=(pl—1)(p2—1) ....... (p,,—l)

and
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r

¢m =T1(r.-1)

i=1
3. Choose a random integer e< ¢(n) such that ged (e,
Ppn)y-1.
4. Compute an integer d which is the inverse of e such that

ed =1(mod ¢(n))

5. For 1<i<r, compute d;=d (modp,—1)
Public Key = (n, e)

Private Key =
(plap25 ........ sPrs d],dz, ........ ,dr)
Signature  generation: Using the Private Key
(P15P2sevveeen e diyday.ennn. ,d;) creates a signature ‘c’ on

the message M by the following method.
o,=M" (mod p,)

o, =M®" (mod p,)

oc,=M" (mod p, )

By Chinese Remainder Theorem, the above systems of
congruence have unique solution.

O'EM"(modpl.p2 ...... ?,)
o=M?(modn)

Signature Verification: After obtaining the signature ‘c’
and the message M.

Check whether M =0° (mOd n)

If the above equation holds then “Accept” the message
otherwise “Reject” it.
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M - Prime J, — RSA Digital Signature Scheme with one
public key and two private keys

Here we replace ¢(”) by J,(N) with the same property,
we get a new variant digital Signature Scheme. Below we
describe the modified key generation, signature generation
and verification.

Key generation: 1. The Signer Choose sufficiently large

distinct primes, pi,pPa,........ ,pr at random.
2. Compute N= le =P Py P, and
i=1
k -k
n*] Jd-p™)
LIN) = ll;[

= (p]kr ~1)pt =1)---—- (p-1)
= ];[(pf‘ -1)

3. Choose a random integer E< J,(N) such that gcd (E,
J(N)) = 1.
4. Compute the integer D Which is the inverse of E i.e,

ED =1(modJ, (N))

5. for ISIS7, compute D, ED(modpik _1)

Public Key = (2, N, E)
Private Key = (2, (p1,p2s------- ,pr» D1,Dgyeen ,Dy)
Signature generation: Using the Private Key (N, E) creates
a signature ‘c’ on the message M by computing.

O'EMD(mOdN)

Signature Verification: After obtaining the signature ‘c’
and the message M.

Check whether M =0° (mOd N)

If the above equation holds then “Accept: the message
otherwise “Reject” it.

ALGORITHM FOR M-PRIME J, - RSA DIGITAL
SIGNATURE SCHEME WITH ONE PUBLIC KEY
AND TWO PRIVATE KEYS

Step 1: Start

Step 2: Generate primes pj, p2,ps.....pr having Log n /r
bits.

Step 3: [Compute N] N  pi*p2 ---pr
Step 4: [Compute E and D] DviE" (mod IL,(N))
Step 5:  While i<=r

Step 5.1: Iy(n)|  Ju(n)*(pi-1)

Step 5.2: 1 it++
Step 6: for 1<=i<=r

Step 6.1: Diy D (mod pik-l)

Step 6.2:1 i++
Step 7: [Compute Public key] Public Key (k,E,N)
Step 8:  [Compute Private key] Private Key
(k,D,N)
Step 9: [read the plain text] read M
Step 9:  [Compute Encryption cipher text C] G ME
(mod n)

Step 10: [Compute cipher text to Plain Text C] for
1<=i<=r _

Step 10.1: Mi ECP' (mod p;)

Step 11: M C°(mod N)
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Step 12: Stop

IMPLEMENTATION OF MJ,-RSA DIGITAL
SIGNATURE SCHEME JAVA CODE WITH ONE
PUBLIC KEY AND TWO PRIVATE KEYS FOR 128
BIT LENGTH

import java.io.*;

import java.util. Vector;

import java.math.BigInteger;

import java.util. Random,;

import java.io.ByteArrayOutputStream;

import java.io.FileOutputStream;

import java.security. MessageDigest;

public class MJ2RSA {
final Biglnteger zero = new Biglnteger("0") ;
final BigInteger one = new BigInteger("1") ;
final Biglnteger two = new Biglnteger("2") ;
final BigInteger three = new BigInteger("3") ;
int bitlength= 128;
private Biglnteger p1;
private Biglnteger p2;
private Biglnteger p3;
private Biglnteger p4;
private Biglnteger N;
private Biglnteger phi;
private Biglnteger e;
private Biglnteger d;
private Biglnteger d1;
private Biglnteger d2;
private Random r;
public MJI2RSA() {
r =new Random(10);
// get two big primes
pl=
BiglInteger.probablePrime(bitlength, r);
p2=
Biglnteger.probablePrime(bitlength, r);
p3=
BiglInteger.probablePrime(bitlength, r);
p4=
Biglnteger.probablePrime(bitlength, r);
N =
pl.multiply(p2).multiply(p3).multiply(p4);
phi =
pl.pow(2).subtract(BigInteger. ONE).multiply(p2.pow(2).s
ubtract(BigInteger. ONE)).multiply(p3.pow(2).subtract(Bi
glnteger.ONE)).multiply(p4.pow(2).subtract(Biglnteger.O
NE));
// compute the exponent necessary for encryption
(private key)
e = BigInteger.probablePrime(bitlength/2, r);
while (phi.gcd(e).compareTo(BigInteger.ONE) >
0 && e.compareTo(phi) <0)

{
e.add(BigInteger.ONE);

d = e.modInverse(phi);

}

public void privateFactors(Biglnteger number)

boolean flag = false ;
Biglnteger limit = bigRoot(number).add(one);
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for (Biglnteger i = three; i.compareTo(limit) <= 0;
i=i.add(two))

while (number.mod(i).compareTo(zero) == 0)

number=number.divide(i) ;
dl=i;
d2=number;
flag = true;
break;

if(flag == true)
break ;
}

}
public Biglnteger bigRoot(BigInteger number)

Biglnteger result = zero ;

BiglInteger oldRoot ;

BigInteger newRoot ;

Biglnteger zero = new Biglnteger("0") ;

Biglnteger two = new Biglnteger("2") ;

BigInteger num = number ;

newRoot =
num.shiftRight(num.bitLength()/2) ;

do {

oldRoot = newRoot ;

newRoot =
oldRoot.multiply(oldRoot).add(num).divide(oldRoot).divi
de(two) ;

!

s
while(newRoot.subtract(oldRoot).abs().compareTo(two)>
0);

return newRoot;
}
public MJ2RSA(BigInteger e, Biglnteger d,
Biglnteger N) {
this.e = e;
this.d = d;
this. N =N;
}
public static void main (String[] args) {
BufferedReader br;
long KGTime,ETime,DTime;
long startTime = System.currentTimeMillis();
MJ2RSA rsa = new MJ2RSA();
System.out.printIn("The bitlength "+
rsa.bitlength);
System.out.println("The value of P1 is
"+rsa.pl);
System.out.println("The value of P2 is
"+rsa.p2);
System.out.println("The value of P3 is
"+rsa.p3);
System.out.println("The value of P4 is
"+rsa.p4);
System.out.println("The value of N is
"+rsa.N);
System.out.println("The value of J2N is
"+rsa.phi);
System.out.println("The Public Key E is "+
rsa.e);
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System.out.println("The Private Key D is"+
rsa.d);
rsa.privateFactors(rsa.d);
System.out.println("The Singer's Key D1 is
A\n"+ rsa.dl);
System.out.println(" The Co-Singer's Key D2 is
\n"+ rsa.d2);
long endTime = System.currentTimeMillis();
KGTime=endTime-startTime;
System.out.println(" Key Generation Time (in
miliseconds):"+ KGTime);
String teststring="";
try{
br=new BufferedReader(new
InputStreamReader(System.in));
System.out.println("Enter the test
string");
teststring = br.readLine();
System.out.println("Encrypting String: "
+ teststring);
}catch(Exception ex){}
// encrypt
long startEncyTime = System.currentTimeMillis();
byte[] encrypted =
rsa.encrypt(teststring. getBytes());
System.out.println("Eincrypted String in Bytes: " +
bytesToString(encrypted));
long endEncyTime = System.currentTimeMillis();
ETime = endEncyTime-startEncyTime;
System.out.printIn(" Encryption Time in
millSecond"+ ETime);
String HashVal="";//null;
String newMessage ="";
String newMessageHashVal ="";
String singMessage ="";
String encryptedhash =""; //
rsa.sigCreation(HashVal);
try{
br=new BufferedReader(new
InputStreamReader(System.in));
System.out.println("Enter the string(for
signtuare verification try to give correct & wrong one)");
newMessage = br.readLine();
HashVal =
rsa.MD5HashFunction(teststring);
HashVal =
rsa.MD5HashFunction(teststring);

newMessageHashVal=rsa. MD5HashFunction(ne
wMessage);

if('HashVal.equals(newMessageHashVal) )
{
singMessage =
newMessageHashVal ;

System.out.println("the values are not same
\n"+newMessageHashVal);

}

else
{
singMessage = HashVal,
System.out.println("the values
same"+HashVal);
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}
}catch(Exception ex){System.out.println(ex); }
String coSigner =
rsa.sigCreation1(singMessage);
/%] System.out.println("The Signature created
using co-singner private key is ------- >\n"+coSigner);
encryptedhash = rsa.sigCreation(singMessage);
encryptedhash = rsa.sigCreation2(coSigner);
System.out.println("The Signature created
using singner private key is ------- >\n"+encryptedhash);
// decrypt
long startDecyTime = System.currentTimeMillis();
byte[] decrypted] = rsa.decryptl(encrypted);
System.out.println("decryption with D1 gives the string
is:\n"+new String(decryptedl));
byte[] decrypted = rsa.decrypt2(decryptedl);
//byte[] decrypted = rsa.decrypt(encrypted);
System.out.println("decryption with D2 gives the
string is: \n" + new String(decrypted));
long endDecyTime = System.currentTimeMillis();
DTime =endDecyTime-startDecyTime;
System.out.println(" Decrypted Time in
millSecond"+DTime);
//end of main function

}

/**

* Converts a byte array into its String representations
*/

private static String bytesToString(byte[] encrypted)

String test ="";

for (byte b : encrypted) {
test += Byte.toString(b);

}

return test;

}
/**
* encrypt byte array
*/
public byte[] encrypt(byte[] message) {
return (new Biglnteger(message)).modPow(e,
N).toByteArray();

}
/**
* decrypt byte array for single public and single
private
*/
public byte[] decrypt(byte[] message) {
return (new Biglnteger(message)).modPow(d,
N).toByteArray();

}
/**

* decrypt byte array for dual private keys

*/

public byte[] decrypt1(byte[] message) {

return (new Biglnteger(message)).modPow(d1,

N).toByteArray();

}

/**

* decrypt byte array dual private keys

*/

public byte[] decrypt2(byte[] message) {
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return (new Biglnteger(message)).modPow(d2,
N).toByteArray();
¥

/**
* encrypt string for single public key and single
private key
*/
public String sigCreation(String message) {
return (new Biglnteger(message)).modPow(d,
N).toString();
¥

/**
* encrypt string dual private keys co-signer
*/
public String sigCreation1(String message) {
return (new Biglnteger(message)).modPow(d1,
N).toString();
}

/**
* encrypt string dual private keys verifier
*/
public String sigCreation2(String message) {
return (new Biglnteger(message)).modPow(d2,
N).toString();

JE*
* decrypt string using single public key
*/
public String sigVerification(String message) {
return (new Biglnteger(message)).modPow(e,
N).toString();
}

// We are using MDS5 hash function
public String MDS5HashFunction(String text) throws
Exception
{
MessageDigest md;
md = MessageDigest.getInstance("MD5");
byte[] mdShash = new byte[32];
md.update(text.getBytes("iso-8859-1"), 0,
text.length());
md5hash = md.digest();
String hashValue=convertToHex(md5hash);

return hashValue;
}
public String convertToHex(byte[] data)
{

StringBuffer buf = new StringBuffer();
for (int i = 0; 1 < data.length; i++) {
int halfbyte = (data[i] >>> 4) & 0xOF;
int two_halfs = 0;
do {
if (0 <= halfbyte) && (halfbyte <=9))
buf.append((char) ('0' + halfbyte));
else
buf.append((char) (‘a' + (halfbyte - 10)));
halfbyte = data[i] & 0xOF;
} while(two_halfs++ < 1);
¥
//return buf.toString();
return HextoBinary(buf.toString());
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public String HextoBinary(String userInput)
{

String[ Jhex={"0","1","2","3","4" "5" "6" "7" "8","9" "A","
B","C","D","E","F"};
String[ [binary={"0000","0001","0010","0011","0100","01
o1","or1o","0111","1000","1001","1010","1011","1100","
o1, 110", 1111y,
String result="";
for(int i=0;i<userInput.length();i++)
{
char temp=userInput.charAt(i);
String temp2=""+temp+"";
for(int j=0;j<hex.length;j++)

e C:AWINDOWS\system32\cmd.exe

o AD
0 0 RS H
0 0 RS H
REH RYPTO i PUH AND
H
0 3 ; 644 9 H B
8 0 gRLCO7Ig N QC g4 q
0 [ 6165899 924 !
0 P4 349 L1778 H4H3 8
0 4.4 0948 49 A
f 1 8265748 2626 6H4UT 488 H
q q
§ f
0 D886 768 E3F1829
ik B 3HE6 (748848 236H H 55
69 0679 H26B66H 199
HE6E6 g H B5H 59 A8 66
6465728
i 0 oy T
3 HELE?665M8B 26500
3 = [ ¥, 4 BI65HT
0865684 H77689 54 5l B6Y 28
A1 8684594776868 i 2 43689
438 2634 3628 g6 K 69
9994 R
H
= 1
0 = ‘l'
. 3479 1 04 H H718 G HIH
B9H7H 2991685288 b 14718 A
H65 4 H437878482422650769 B2488 176
iE b7 9 | 9 LL756600 H98736
e 0 D) D
1 1 :
0
0 1
0
nUT 0 D] e
i 674 66 H
f f 2826 9 4856 516
OF f
i 67638
0 1 3
nUT 0 D] )

H

}

if(temp2.equalsignoreCase(hex([j]))
{

}

result=result+binary[j];

}

//System.out.println("IT'S BINARY IS :
"+result);

return result;

/lend of class

ONE PRIUA
920116100
:

9220
99605864
1434197
87936836
92304
614
61600668
34414596
161 70776
9 86
4759766
16348
648340199
4036

1.

.
A192-8056

=

=

= S

L)
o 0
=

=

=

= 5

Ta[x]
-
4651906098
0123A91668941C9
8480714827588 0026
16564586246 :
A318968756224935A928
93399772053765659584
87380927388569305499
789 B24605356
9 96506889
i 8519 660
9A892871630241834918
6295787098 702568 8684
6619

TEST RESULTS OF MJ, -RSA DIGITAL SIGNATURE WITH ONE PUBLIC KEY AND TWO PRIVATE KEYS
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Enter the ftvlng(fur signtuare verification try to give correct & wrong one)
pavi prasad iz a Research Scholar from §.U.University,tpt

the values sameiiiﬂﬂﬂiiii11@@113@113311@1@11Bﬂiﬂﬂﬂﬂﬂﬂiﬂﬂiﬂi11@@13111131@111@@11
111AAA1AA11AR111110161111111061 011010061101 0AAAA1 1010661111061 061

he Signature created using co-singner private key is
14848@2433?19553B2EE?EE934133B?579EE285196?6?78631@444443@6923??61969763@7335492
A355738809310812745477530885141786399751357923750384402660414981 4475266365

The Signature created using singner private key is
119542605941484911816669891477183867154027967723075@38951441 86001 748424293054971
10534228511400890622127968378676873804113065134339368468673011985366244%6

L bbh L L L bbb L LR E L L L L bbb L L L LGB L L L DL BB LR L L LI b b L T T ATaTal
esnononaonoaJECRYPTION PAHSE STARTSmeenaosonatntnatnt:
eepataoneaaoaaDECRYPTION PAHSE STARTS meenatsetttnttatnt:
LB h L L L L bbb LGB L L L LD EE L L L L b b L L D Tt b b T T EaTaTa Eafa ks T4 aTaTal
decryption with D1 gives the string is:

"o =IPNJE] E-wigeudnfimliif o |

decryptlun u1th D2 gives the string is:

ravi prasad is a Research Scholar from 5.U.University,tpt

Decrypted Time in millSecondib
sennetaeaacansJECRYPTION PAHSE ENDS meeestecenmtemtme

L b L L LR L L b R R L L L B T T L T Ea T AT AT Lo T L T T T 1T ]

:\ph.d-ravi-4rcodesashok?

GRAPHICAL PERFORMANCE ANALYSIS BETWEEN M - PRIME RSA DIGITAL SIGNATURE SCHEME
(MRSA-DSS) WITH M - PRIME J, — RSA DIGITAL SIGNATURE SCHEME (MPJ,-RSA-DSS) WITH ONE
PUBLIC KEY AND TWO PRIVATE KEYS

Kei Generation Time Performance

256 89 83
512 403 335
1024 3987 2791
Key Generation Time
4500 3987
4000
5 3500
£ 3000 2791
8 2500 @ MP-RSA-DSS
ff 2000 m MPJ2-RSA-DSS
= 1500
= 1000
500 89 g3 403 335
0 [ T
256 512 1024
Bit Length

Encriition Time Performance

256 12 12
512 23 21
1024 116 92
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Encryption Time
250
200 » 92
g 190 —= _MPJ2-RSA-DSS
= 100 e UIE —e—MP-RSA-DSS
* tﬁ:ﬁ
8
0
256 512 1024
Bit Length
Decriition Time Performance
256 24 24
512 43 37
1024 146 125
Decryption Time
100% = 24 w37 =125
. 80%
2
§ 60% 13 146 s MPJ2-RSA-DSS
”n 40% : —e—MP-RSA-DSS
2 2%
0%
256 512 1024
Bit Length
Comiarison between MRSA-DSS and MPJ2-RSA-DSS
KG 3987 2791
En Time 116 92
Dn Time 146 125
MP-RSA-DSS Vs MPJ2-RSA-DSS
z
c
[
(2]
[
® g MP-RSA-DSS
= m MPJ2-RSA-DSS
Bit Length
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CONCLUSION

In this article we presented design and development of
Multi prime Jordan-Totient- RSA viz. MJ2-RSA Digital
signature scheme with one public key and two private keys
in Java and we analyzed the performance of our programs
with the existing RSA Digital signature schemes and
compared the performance of two systems key generation
time, the performance of encryption time and decryption
time respectively.

This result helps in enhancement of the block size for
plaintext and enhances the range of public / private keys.
The increase in the size of private key avoids the attacks
on private key. This concludes that MJ2-RSA provides
more security with low cost.
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