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ABSTRACT

Security protocols are a must for communication between parties. We studied new applications of Jordon Totient function
and applied them to RSA public key cryptosystem with one public key and two private keys, and developed protocols for
communication between two parties using java and shown the graphical performance analysis on test results for key
generation time, encryption time and decryption time respectively.
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INTRODUCTION

In this article we develop a new Public Key Cryptosystems
which was extension of the work of Cesar Alison
Monteiro Paixao [1] some variants of the RSA
Cryptosystem.  We extend variant analyzed in [1] using
the properties of Jordan Totient function [2]. We briefly
discuss the possibility and validity of combining new
variant with algorithm, java code, test result and graphical
performance analysis to obtain a new efficient and general
Cryptosystem.

JORDAN-TOTIENT FUNCTION

Definition: A generalization of the famous Euler’s Totient
function is the

Jordan’s Totient function [1] defined by

J, (n)=n" l_‘I(l—p_k),Where k,nezZ
pln

We define the conjugate of this function as
J, (n)=n" l_‘[(l+p’k)

pln
Properties:

n J, (D=1,J, (2)=2* —1=1(mod?2)

2) J, (n)is even if and only if 7 >3

3) If p is a prime number then
J(p)=p*(1-p™)=(p" -1)
J, (pa ): p(a—l)k (pk B 1)

H1fn= p“.p,“ ,

I, (n):pl(“‘ Ak .pz(“‘fl)k .......... pr("“])k (p{‘ —l)(plz‘ —l) ........ (p‘: —1)

5) J,(m)=¢(n)

M - PRIME RSA CRYPTOSYSTEM

Multi Prime RSA Cryptosystem was introduced by Collins
who modified the RSA modulus so that it consists of r
primes p; pp,-------- , pr instead of the traditional two primes
p and g.

Key generation: The key generation algorithm receives as
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parameter the integer r, indicating the number of primes to
be used. The key pairs are generated as in the following

steps.
1.  Choose r distinct primes p;ps,-------- , p: each one
{LognJ
r bits in length and

n= i=l
2. Compute E and D such thatd = ¢! (mod $(n) ) where
ged (e, P =1,

T

H (pi_l)

where ¢ (n) =

Public Key = (n, €)
Private Key = (n, d;, dy, ---- d,)
Encryption: Given a Public Key (n, e) and a message

Mez, encrypt M exactly as in the original RSA, thus

C=M* (modn)
Decryption: The decryption is an extension of the

quisquater — couvreur method. To decrypt a ciphertext C,
first calculate

— 9
M" =C (mOdpf) foreachi=1, 2,
Next apply the Chinese Remainder Theorem to the M;’s to
get
M=C? (mod n)

M - PRIME J; — RSA CRYPTOSYSTEM WITH ONE
PUBLIC KEY AND TWO PRIVATE KEYS

By replacing ¢(n) by Jy(n) with the same
property we can generate a new variant cryptosystem.
Threshold key generation, encryption and decryption are
given below.
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Choose r distinct

LLogn
Dis Daseveeeenee Dr cach one r

Key generation: 1. primes

J bits in length and

H Y22l /2 72 D,
n= i=l
2. compute E and D such that D |
= L(mod J,(n))
where ged (E, Jo(n)) =1 and

n‘[Ja-p™)

1 (mod J,(n)) i.e., ED

= rk
= (P~ 1)t —1) - (pt-1)
(1)
= i=l
3 for 1SIS7, compute 4 =4 (modpik —1)

Public Key = (2, E, n)
Private Key = (2, D, n)
Encryption: Given a Public Key (2, E, n) and a message

Mez, encrypt M exactly as in the original RSA, thus

C=M" (mod n)
Decryption: The decryption is an extension of the
Quisquater Couvreur method. To decrypt a ciphertext C,

M, = Cc (mod p,)

first calculate for each

I<is<r , next apply Chinese Remainder Theorem to the
M;’s to get

M =C"” (mod n)

ALGORITHM FOR M-PRIME J, - RSA
CRYPTOSYSTEM WITH ONE PUBLIC KEY AND
TWO PRIVATE KEYS

Step 1: Start

Step 2: Generate primes p;, pz,ps.....pr having Log n /r
bits.

Step 3: [Compute N] N

1*p2. ...pr

Step 4: [Compute E and D] DVI! (mod I,(N))
Step 5:  While i<=r
Step 5.1: L(n)|  (n)*(pi*-1)
Step 5.2: i
Step 6: for 1<=i<=r
Step 6.1: DiJ, (py (mod p*-1)
Step 6.2:1y
Step 7:  [Compute Public key] Public Key
Step 8:  [Compute Private key]  Private Key
Step 9: [read the plain text] read M
Step 9: [Compute Encryption cipher text C] C
M* (mod n)
Step 10: [Compute cipher text to Plain Text C] for
1<=i<=r
Step 10.1: Mi10T P (mod p))
Step 11: M C1P°(mod N)
Step 12: Stop
IMPLEMENTATION OF MJ2-RSA JAVA CODE
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WITH ONE PUBLIC KEY AND TWO PRIVATE
KEYS FOR 128 BIT LENGTH

import java.io.*;

import java.util. Vector;

import java.math.BigInteger;

import java.util. Random;

import java.io.ByteArrayOutputStream;
import java.io.FileOutputStream;
import java.security.MessageDigest;

public class MJ2RSA {

final BigInteger zero = new Biglnteger("0") ;
final Biglnteger one = new Biglnteger("1") ;
final Biglnteger two = new Biglnteger("2") ;
final Biglnteger three = new Biglnteger("3") ;

int bitlength= 128;

private Biglnteger pl;

private Biglnteger p2;

private Biglnteger p3;

private Biglnteger p4;

private Biglnteger N;

private BigInteger phi;

private Biglnteger e;

private Biglnteger d;

private Biglnteger d1;

private Biglnteger d2;

private Random r;

public MJI2RSA() {
r =new Random(10);
// get two big primes

pl=
Biglnteger.probablePrime(bitlength, r);

p2=
BiglInteger.probablePrime(bitlength, r);

p3=
Biglnteger.probablePrime(bitlength, r);

p4=
BiglInteger.probablePrime(bitlength, r);
pl.multiply(p2).multiply(p3).multiply(p4);

phi=
pl.pow(2).subtract(BigInteger.ONE).multiply(p2.pow(2).s
ubtract(BigInteger. ONE)).multiply(p3.pow(2).subtract(Bi
glnteger.ONE)).multiply(p4.pow(2).subtract(Biglnteger.O
NE));

/I compute the exponent necessary for

encryption (private key)

e=
BiglInteger.probablePrime(bitlength/2, r);

while (phi.gcd(e).compareTo(BigInteger.ONE) >
0 && e.compareTo(phi) <0 )
{
e.add(BigInteger.ONE);

d = e.modInverse(phi);

}

public void privateFactors(BigInteger number)
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{

boolean flag = false ;
Biglnteger limit = bigRoot(number).add(one);
for (BigInteger i = three; i.compareTo(limit) <= 0;
i=i.add(two))

while (number.mod(i).compareTo(zero) == 0)

{

number=number.divide(i) ;
dl=i;
d2=number;
flag = true;
break;

if(flag == true)
break ;
}

}
public Biglnteger bigRoot(Biglnteger number)

BiglInteger result = zero ;
Biglnteger oldRoot ;
BigInteger newRoot ;
BiglInteger zero = new Biglnteger("0") ;
Biglnteger two = new BiglInteger("2") ;
Biglnteger num = number ;
newRoot =
num.shiftRight(num.bitLength()/2) ;
do {
oldRoot = newRoot ;
newRoot =
oldRoot.multiply(oldRoot).add(num).divide(oldRoot).divi
de(two) ;

while(newRoot.subtract(oldRoot).abs().compareTo(two)>
0);
return newRoot;

}
public MI2RSA(BigInteger e, Biglnteger d,
Biglnteger N) {
this.e =¢;
this.d = d;
this. N =N;
}
public static void main (String[] args) {
BufferedReader br;
long KGTime,ETime,DTime;
long startTime = System.currentTimeMillis();
MJ2RSA rsa = new MJ2RSA();
System.out.println("The bitlength "+
rsa.bitlength);
System.out.println("The value of P1 is
"+rsa.pl);
System.out.println("The value of P2 is
"+rsa.p2);
System.out.println("The value of P3 is
"+rsa.p3);
System.out.printn("The value of P4 is "+rsa.p4);
System.out.println("The value of N is "+rsa.N);
System.out.println("The value of J2N is "+rsa.phi);
System.out.println("The Public Key E is "+ rsa.e);
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System.out.println("The Private Key D is"+ rsa.d);
rsa.privateFactors(rsa.d);
System.out.println("The Singer's Key D1is :\n"+
rsa.dl);
System.out.println(" The Co-Singer's Key D2 is :\n"+
rsa.d2);
long endTime = System.currentTimeMillis();
KGTime=endTime-startTime;
System.out.println(" Key Generation Time (in
miliseconds):"+ KGTime);
String teststring="";
try{
br=new BufferedReader(new
InputStreamReader(System.in));
System.out.println("Enter the test string");
teststring = br.readLine();
System.out.println("Encrypting String: " + teststring);
}catch(Exception ex){}
// encrypt
long startEncyTime = System.currentTimeMillis();
byte[] encrypted =
rsa.encrypt(teststring.getBytes());
System.out.println("Eincrypted String in Bytes: " +
bytesToString(encrypted));
long endEncyTime = System.currentTimeMillis();
ETime = endEncyTime-startEncyTime;
System.out.println(" Encryption Time in
millSecond"+ ETime);
String HashVal="";//null;
String newMessage ="";
String newMessageHashVal ="";
String singMessage ="";
String encryptedhash =""; //
rsa.sigCreation(HashVal);
// decrypt
long startDecyTime = System.currentTimeMillis();
byte[] decryptedl = rsa.decryptl(encrypted);
System.out.println("decryption with D1 gives
the string is:\n"+new String(decryptedl));
byte[] decrypted = rsa.decrypt2(decryptedl);
System.out.println("decryption with D2 gives
the string is: \n" + new String(decrypted));
long endDecyTime = System.currentTimeMillis();
DTime =endDecyTime-startDecyTime;
System.out.println(" Decrypted Time in
millSecond"+DTime);

/%% * Converts a byte array into its String
representations */

private static String bytesToString(byte[] encrypted)
{

String test ="";

for (byte b : encrypted) {
test += Byte.toString(b);

H

return test;
}
public byte[] encrypt(byte[] message) {
return (new Biglnteger(message)).modPow(e,
N).toByteArray();
}

/*¥* * decrypt byte array for single public and single
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private */
public byte[] decrypt(byte[] message) {
return (new Biglnteger(message)).modPow(d,
N).toByteArray();
}

/¥*  * decrypt byte array for dual private keys
*/
public byte[] decryptl(byte[] message) {
return (new Biglnteger(message)).modPow(d1,
N).toByteArray();
}

/**  * decrypt byte array dual private keys
*/
public byte[] decrypt2(byte[] message) {
return (new Biglnteger(message)).modPow(d2,
N).toByteArray();
}

/** encrypt string for single public key and
single private key */
public String sigCreation(String message) {
return (new Biglnteger(message)).modPow(d,
N).toString();
}

/** encrypt string dual private keys co-signer */
public String sigCreation1(String message) {
return (new Biglnteger(message)).modPow(d1,
N).toString();

/** encrypt string dual private keys verifier */
public String sigCreation2(String message) {
return (new Biglnteger(message)).modPow(d2,
N).toString();

}
/** decrypt string using single public key */

public String sigVerification(String message) {
return (new Biglnteger(message)).modPow(e,
N).toString();
}
// We are using MDS5 hash function
public String MD5HashFunction(String text) throws
Exception
{
MessageDigest md;
md = MessageDigest.getInstance("MD5");
byte[] mdShash = new byte[32];
md.update(text.getBytes("iso-8859-1"), 0,
text.length());
mdShash = md.digest();
String hashValue=convertToHex(md5hash);
return hashValue;

}
public String convertToHex(byte[] data)

{
StringBuffer buf = new StringBuffer();
for (int i = 0; i < data.length; i++) {
int halfbyte = (data[i] >>> 4) & 0xOF;
int two_halfs = 0;
do {
if (0 <= halfbyte) && (halfbyte <= 9))
buf.append((char) ('0' + halfbyte));
else
buf.append((char) (‘a' + (halfbyte - 10)));
halfbyte = data[i] & 0xOF;
} while(two_halfs++ < 1);
b
//return buf.toString();
return HextoBinary(buf.toString());

}

public String HextoBinary(String userInput)
{

String[Thex={"0","1","2","3","4" "5" "6","7","8","9" "A","
B","C","D","E","F"};
String[]binary={"0000","0001","0010","0011","0100","01
o1","o11o","0111","1000","1001","1010","1011","1100","
1101","1110","1111"};

String result="";

for(int i=0;i<userInput.length();i++)

{
char temp=userInput.charAt(i);
String temp2=""+temp+"";
for(int j=0;j<hex.length;j++)
{
if(temp2.equalsIgnoreCase(hex[j]))
{
result=result+binary[j];
}
}
¥
//System.out.println("IT'S BINARY IS :
"+result);
return result;
}
//end of class
¥

TEST RESULTS OF MJ, -RSA WITH ONE PUBLIC KEY AND TWO PRIVATE KEYS JAVA PROGRAM
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C:\WINDOWS\system32\cmd.exe BE x|
GC:sph.d-ravi-4scodesashok>java MJZRSA -
=MJ2RSA CRYFTO SYSTEM OME PUBLIC KEY AND ONE PRIUATE KEY=

bhitlength 128

value of P1 is 279776485594420513886820116100517573767

value of P2 is 198597932077959437796959937894322613873

value of P3 is 2361658992141392445651253922028579480087

value is 338935617905576463831996858642565144133

value iz 444754482481249332033443419237996371052231371 7146512060781 44
261518112826594843926267521164094680716028287936836276064092811791236916689415957,

The value of J2H is 197806549687163218924361188781643291787711784807148275880026
6884583062116 7488487379360157843416013721233582304637413129452016564586246451 5368
n57691155573900997527202680683142175899775125614338520254484A318968756224935A228
A8664319510113850275375891208781713166534616806601653020740823329772053765659584
16465928

o oo o -Snf- oo -Jof e JuE oo -Jof - oo oo oo -JuE oo o - oE-JoE-Snf - JuE - -Sof e -SaE- oo e e

pescoonnonnaoceex{EY GENERATION PAHSE STARTS s
Lhhhhhhhbhbhhhhhbhhhhhbhhbhhbhhhhhhhhhhhbhhhhbhh bbb bbb ik il T a ksl

The Public Key E is 147685896650888265087

The Private Key D is378892158415183650956584414590339495959787380927388569305499
20 798656B8753879A8924538407380031869459024938216282291851 70799211 754153914944731
177018084594796808213627144743089353217513461 78776685068 2060520789411 33824685356
538438574496303312344836285486 7501 76973 3090725518622 780453301 97177743 75896506889
1999183

The Singer’'s Key D1 is
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The Co—8inger’s Key D2 is :
24133258497782398150100918126773216303171178759706278299713328534175851935535608
289@7053375999168528821262524021 8258070572 74634022542353167590892871630241 834918
A6h542323204390784824926507692782488420767648340197606662761562957870987025688684
3844767825955526734591 7659566001 7709893643132340366813061 71286619

Bhhhhhbhhhhhhhhhhbhhbhhbh bbb hbhbhhhbhhb bbb bbb bbb b bl s T T stk T s T s s skl
s HEY GEMERATION PAHSE EMING e s s sb-we w530
hhhhhbhhhhhhhhhbhbhhhhb bbb b bbb bbb bbb bbb bbbl T Il T s T s sl
Key Generation Time (in miliseconds):62

Enter the test string

ravi is a sutdent of Prof.H.Padmavathamma

Encrypting String: ravi is a sutdent of Prof.M.Padmavathamma
{3030 oo ek o ook -Jof- oo e -3 - oo -3 Jof - oo a3 oo o -3ef -3 oo oo e oo Jef -3 oo o e -Sef - oo -

et o M R ENMCRY PTION PAHSE 5T AT S beeeme ue-ue o o - 0-b-0E-0E-BE-0E- 0 0

B e S g Ve 3 8 LE L NG 15 LE LT E Lk LS e s e e e G I E LN T8 LE S N Ve LE 8 e L8 e L e LS

Eincrypted String in Bytes: 548021011093014-87-18413116-1019812360-93930850-12-84

30-105112-128183-42-12051141184350-67-823-98455418-5314-4633-48-6-91-558851 8047,
123-24180111-698819-87-66—18117

Encryption Time in millSecondB
Bhhhhhbhhhhhhhhhbhbhhbhhh bbb hhbhhhbhhb bbb bbb bbb bbbl I T T st T s T s s ksl

(e o ENCHY PTION PAHSE  EMINS 3000000 060 oo -0E-0E-BE-BE- 00

e o MR ECHY PTION PAHSE 5T AITRT S 5000 ut ue-ue ur ok - -b-0E-0E-bE-0E- 00
*mmm*mm*&ﬂmmm
decryption with D1  gives the string is:

34HEEB A oROL, Nlﬂ“ﬂI+L50u17c$uu+pf(JT7G*kﬂt NEB EdfeCi XU T
decryptlun ulth D2 gives the string is:

ravi is a sutdent of Prof.H.Padmavathamma

Decrypted Time in millSecond422

pe et oo WM MR ECHY PTION PAHSE EMIVS 20600000 00 o oo 0-0E-0E-BE-0E 0

&

GRAPHICAL PERFORMANCE ANALYSIS BETWEEN MRSA AND MJ, -RSA WITH ONE PUBLIC KEY
AND TWO PRIVATE KEYS

Key Generation Time Performance
i llsmmsa |7

256 89 &3
512 403 335
1024 3987 2791
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Key Generation
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= 1500
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- 200
° 85
o
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Decription Time Performance
256 24 24
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1024 146 125
Decryption Time
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Comparison between MRSA and MJ, -RSA
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107 21

En Time

O MRSA
m MJ2RSA

De Time

CONCLUSION

In this article we presented design and development of
Multi prime Jordan-Totient- RSA viz. MIJ2-RSA
cryptosystem with one public key and two private keys in
Java and we analyzed the performance of our programs
with the existing RSA cryptosystem and compared the
performance of two systems key generation time, the
performance of encryption time and decryption time
respectively.

This result helps in enhancement of the block size for
plaintext and enhances the range of public / private keys.
The increase in the size of private key avoids the attacks
on private key. This concludes that MJ2-RSA provides
more security with low cost.
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